Mid Michigan Community Action’s Managed IT Services RFP — Questions and Answers

1. What is driving the decision to issue this RFP?

a. As a non-profit that receives federal grant funds, we have incorporated periodic
RFP’s to all of our major service contracts into our financial procedures.

2. What challenges are you experiencing with your current IT support provider (service
gaps, response time issues, or escalation challenges)?

a. We are not facing major service or response-time challenges, and we believe it is
good practice to periodically assess the market to ensure we are receiving the
best possible value, capabilities, and strategic partnerships.

3. What would success look like 6—=12 months after selecting a new partner?

a. A fully documented and stabilized IT environment, improved security posture,
predictability budgeting, and a proactive strategic partnership driven by quarterly
VCIO engagement. Staff across all locations should feel they have adequate
technical support available.

4. When was the last time you issued an IT RFP?

a. Our Managed IT Services RFP was last issued in 2019.

5. How are your VMware workloads distributed (production vs. backup vs. test)?

a. Production environment runs on 2 identical hosts with shared SAN/storage.
Veeam backups run via a separate backup server. No test VMware workloads
exist.

6. What is the lifecycle/age of your servers, SAN, and network equipment?

a. Hosts were purchased in 10/2022, storage was purchased in 09/2020. Lifecycle of
equipment is typically 5-7 yrs.

7. Are there any current performance or capacity concerns?

a. No.

8. How standardized are configurations across your locations?

a. Naming, DHCP settings, management of firewall and switch versions are all
essential mirrors across the various sites.

9. Are there any known single points of failure today?

a. Sites with only a single ISP connection are vulnerable.

10. Is all hardware located in one primary site, or distributed across locations?

a. The main server room is located in Farwell at the agency’s administrative office,
but hardware is also distributed across multiple locations.

11. How is everything tied together across locations (network architecture)?

a. All branch locations are connected via Branch Office VPN connections to the
Headquarters site Watchguard firewall.

12. Are WatchGuard firewalls currently in place across all sites?

a. No.

13. What applications are critical to your daily operations?

a. Timestar (timekeeping), MIP (fiscal database and accounting software), Microsoft
365, DUO Security. Many other applications are web-based so network uptime is
critical.

14. What issues are users experiencing today with systems or applications?
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a. Minor issues - needing help connecting to the VPN, getting locked out of their
laptops/needing their password reset, issues with Microsoft updates.
Have you experienced any recent security incidents, phishing attempts, or breaches?
a. No.
What level of endpoint protection is currently deployed (Anti-Virus vs. End-Point
Detection & Response)?
a. Webroot Antivirus is deployed across the organization. In addition, the 10 Servers
(VMs) and 27 select workstations are protected with SentinelOne EDR.
Do you currently have centralized log monitoring or SIEM?
a. No.
How are privileged accounts and admin access controlled?
a. MSP only possesses credentials for privileged systems accounts. Admin accounts
with interactive logins use MFA
Are there compliance requirements tied to funding or programs?
a. Yes, federal funding sources often have questions regarding our network security
posture and procedures.
What cybersecurity tools are currently in place? Please define your security stack.
a. KnowBe4 (SAT), Webroot AV, SentinelOne EDR, DUO MFA on remote VPN

connections.
Is there a specific cybersecurity framework you adhere to?
a. CIS.

What type of vulnerability scans (external and internal) do you currently perform? How
frequently?

a. External & Internal vulnerability scans performed annually.

Is there any physical or facility security system that IT is responsible for?

a. No.

What M365 licensing tier do you currently use?
a. Office 365 E3

Are there additional anti-spam or email security tools in place today?
a. Sophos is used for quarantined email inboxes.

Is your Microsoft 365 environment backed up outside of Microsoft?

a. Yes.

Are you leveraging Defender, Multi-Factor Authentication, or Conditional Access?

a. No defender. Conditional Access requires MFA.

Are there plans to migrate more workloads to the cloud?
a. VYes.
How is data governance handled?

a. The organization employs policies, procedures, and technical controls to govern
the use, protection, and management of data. Data governance practices are
aligned with business requirements and are periodically reviewed to support
security, compliance, and operational objectives.

How are VPNs monitored today?

a. No active monitoring is in place.

Is there variability in internet providers/bandwidth?
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a. VYes.
Do users have consistent access across locations?
a. If traveling with their laptop, yes.

. What is the current response/resolution times?

a. Average response time: 5 minutes. Average time to resolution: 6 hours.
What tickets are most common?
a. Minor issues - needing help connecting to the VPN, getting locked out of their
laptops/needing their password reset, issues with Microsoft updates.
Are there peak support times?
a. Regular office hours are between 8:00AM-4:30PM EST.
How do users submit tickets?
a. Users submit tickets by either calling or emailing our current IT support group.
What are the expectations for onsite support and frequency?

a. The goal is to minimize the need for onsite work through strong remote
monitoring and management, while ensuring rapid physical response when
required. However, onsite support should be provided as needed when remote
remediation is not successful.

Who currently supports telephony/phone systems?

a. Parallel Technologies (BSB Communications).

What reporting do you currently receive?

a. Ticket volume, ticket response/resolution times, security patching/vulnerability,
and others as requested.

Do leadership teams get IT insights regularly?

a. VYes.

How do you track asset lifecycle/spend?

a. Assets are recorded in a centralized platform that includes warranty and support
status, and expected end-of-life.

Do you maintain an up-to-date IT roadmap?

a. VYes.

Does your organization have full administrative access (password ownership) across all
systems?

a. MSP manages these on behalf of the agency, any of them are directly accessible
any time they are required.

How are refresh cycles managed?
a. Refresh cycles are managed through asset tracking, defined lifecycle intervals,
qguarterly VCIO planning, and integration into the 5-year IT budget.
Are there grant-related IT constraints?
a. Budget cycles and allowable expenses may influence IT decisions.
How important is cost predictability?

a. Cost predictability is essential; fully transparent, line-item pricing as required in
the RFP.

What concerns exist about transition?

a. Concerns include operational continuity, credential transfer, documentation gaps,
security validation, and staff adjustment. Our transition would include a



structured discovery phase, detailed documentation, and parallel support to
ensure a smooth, low-risk handover and continuity of operations.
48. What documentation currently exists?

a. User onboarding/offboarding, DUO processes, Application installations (Abila,
ChildPlus, MiCollab, MIP, etc), passwords for systems management, Backup
configuration and device/creds, vendors, virtualization, wireless,

49. Are there critical systems requiring special handling?

a. Critical systems requiring special handling include the VMware cluster and SAN
storage, Active Directory environment, WatchGuard firewall/VPN network, Aruba
switching, Ruckus wireless infrastructure, Microsoft 365 environment, and
backup systems to ensure stability and continuity across all our locations.

50. What timeline expectations exist?

a. The onboarding timeline includes immediate transition coordination,
deployment of tools, full network documentation, and strategic alignment within
the first 4-6 weeks.

51. What does an ideal IT partner look like?

a. The RFP requires quarterly VCIO meetings, periodic IT strategy meetings, a
perpetually maintained 5-year IT budget, proactive maintenance and monitoring,
and comprehensive documentation.

52. Do you have internal IT support today? If so, what are their roles and expectations?

a. The Operations Manager coordinates large-scale IT projects with vendors and
supervises the Operations Specialist who provides limited support for staff,
maintains the IT inventory and preps tech for new hires.



